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Chapter One

Introduction

About Encryption Plus for CD-ROM

Encryption Plus® for CD-ROM (EPCD) for Windows 95/98 and Windows NT is an encryption application designed for organizations that create and distribute proprietary data on CD-ROMs.

Using EPCD technology, the EPCD Administrator can encrypt proprietary information, transfer this data to CD-ROM and then distribute the CD-ROMs with the full assurance that only authorized users will be able to access the protected data.

EPCD provides this state-of-the-art protection by implementing a compact, fast decryption engine on either

· the User's workstation (Workstation Authentication) or 

· a CD-ROM disk (CD-ROM Authentication and Remote Activation Authentication). 

This “smart” EPCD decryption engine allows only those users with the correct password the ability to read the encrypted CD-ROM data.  The decryption is “on-the-fly” and transparent to the user.

When data is encrypted with EPCD, users can still read the directory and file names.  However, the directory and files can only be opened and viewed by the authorized user.

Not all files on a CD-ROM have to be encrypted.  EPCD’s “smart” decryption engine identifies the files that have been encrypted and decrypts them for the authorized user.
Need Help?

EPCD has been designed for installation and administration by anyone having some familiarity with basic Windows 95/98 or Windows NT operation.  Advanced computer knowledge is not required.  Users will find EPCD’s menu intuitive and easy-to-use.

PC Guardian encourages those evaluating EPCD to call our technical support line with any questions or for a personal walk-through of the EPCD installation process.  We always look forward to explaining our products to interested users.

For technical supportxe "Support" call 800-288-8126.

System Requirements

EPCD system requirementsxe "System requirements" are the same as those required to support a standard Windows 95/98 or Windows NT configuration.  If your computer is running Windows 95/98 or Windows NT applications, you should have no problems using EPCD.  Hard disk space on the Administrator’s as well as the User’s workstation is less than 1MB.  Memory requirements are the same as those required to run Windows 95/98 or Windows NT.

Chapter two

EPCD Overview

The installation and implementation of EPCD takes place as follows:
Step One:  Install EPCD Administrator.

Install EPCD Administrator program and select Settings to enter your Privacy Code and Master Password.

Step Two: Encrypt data files.

At the EPCD Administration menu, select Encrypt File/Directory.  Select the directory files that you would like to encrypt.  In Step Four you will transfer these files to a CD-ROM.

Step Three: Select a User Install Program and create it.

At the EPCD Administration menu, select the desired User Install program.  The User Install program gives the authorized user a way to access the protected data on a CD-ROM.  Once the user is authenticated, EPCD will load a decryption engine that will decrypt files on the CD-ROM as they are accessed.    

At the EPCD Administration menu, select Create User Install.  You may select from the following User Installations:

CD-ROM Authentication

Requires a password each time a user tries to access the EPCD-protected CD-ROM.  The protected CD-ROM can be accessed from any workstation with the correct password.  The Administrator also has the option of setting an expiration date for the password.

Remote Activation Authentication

Provides a challenge-response mechanism for remote user authentication to access an EPCD-protected CD-ROM.  Once activated, the user will always be able to access the CD-ROM from the workstation it was originally run on. 

Workstation Authentication

Creates a user install program that can be installed on a workstation (usrsetup.exe).  Once installed, the user has access to EPCD-protected CD-ROMs only from that particular workstation.  The Administrator may also require the user to enter a password during log on to the protected workstation in order to have access to EPCD-protected CD-ROMs.

Step Four:  Prepare CD-ROM and User Install.
If you have selected CD-ROM or Remote Activation Authentication User Install, you will transfer the encrypted data and the User Install program files to the CD-ROM using standard procedures.

If you have selected Workstation Authentication User Install, the administrator distributes the Workstation Authentication program files (usrsetup.exe) to the user for installation on the their workstation.  The administrator also copies or transfers the EPCD-protected files to a CD-ROM.

You may then distribute protected CD-ROMs (and Workstation Authentication User Install program files, if applicable) to users.

CHAPTER THREE

EPCD Administration

EPCD Administrator Options

The EPCD Administration window is the center for all EPCD functions. 
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EPCD Administration Window

The EPCD Administration menu contains the following options:

1.
Settings - sets the Master Password and the Privacy Code used for encryption.

2.
Encrypt File/Directory - selects a target file/directory and encrypts it.

3.
Test Directory confirms that all files in a specific directory were correctly encrypted.

4. Decrypt File/Directory selects a target file/directory and decrypts it.

5. Create User Install copies the user access program files to a target directory.

Administrator Program Installation

1. Insert your EPCD program disk into the A: drive.

2. From the Windows Start button, select Run.

3. Type in A:\setup.exe and click OK.  This will run the setup program.  Follow the setup directions, clicking Next and Start Install to install the program.

4. When the install is complete, click OK.  An icon will automatically be created on your desktop and the program will open to the EPCD Administration Main menu. In addition to the icon, the EPCD directory has been created on your C:\ drive.

EPCD Administrative Functions

At the Windows 95 or NT Desktop you will find the EPCD Administrator icon created during the EPCD setup.  Double-click this icon.
[image: image2.png]



This will display the EPCD Administration window.
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The EPCD Administration window.

1.  Settings
1. At the EPCD Administration menu, click Settings.
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2. Enter a 24-character Privacy Code.

3. Enter an 8-character Master Password.

4. Click Save.  The screen will prompt you to confirm both your Privacy Code and Master Password.

2.  Encrypt File/Directory
1. At the EPCD Administration window, select Encrypt File/Directory.

2. Enter or browse for the path of the files you want to encrypt.  Click OK to encrypt your data files.
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Note:  You may not select a drive's root directory for encryption.  In addition, if for some reason EPCD cannot encrypt a file or files, EPCD will present a message at the time of the error.  All errors are logged to a text file titled enerror.log.  This file is stored within the EPCD directory and can be viewed with any text editor.
3.  Test Directory
This function provides you with a way to verify that your files have been properly encrypted.
1. At the EPCD Administration window, select Test Directory.

[image: image14.png]Settings

Encuypt File/Ditectory

Test Diectory
Deciypt FieDiectory

Create User Instal

0 |





2. Enter or browse for the location of the directory you selected for encryption.  Select OK.  EPCD will test your encrypted directory for errors.

4.  Encrypt File/Directory

1. At the EPCD Administration window, select Decrypt File/Directory.

2. Enter or browse for the path of the files you want to decrypt.  Click OK to decrypt your data files.
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Note:  Make sure that your Settings are the same as when you originally encrypted your files.  If for some reason EPCD cannot decrypt a file or files, EPCD will present a message at the time of the error.  All errors are logged to a text file titled enerror.log.  This file is stored within the EPCD directory and can be viewed with any text editor.
5.  Create User Install

Here you may choose from three User Install selections.  The User Install is a set of program files that authenticate the user or the user's workstation so that the encrypted CD-ROMs can be read.

When creating the User Install, you will be asked to select the destination to which the User Install program files should be copied.

EPCD allows you to create three different types of User Installs:


CD-ROM Authentication


Remote Activation Authentication


Workstation Authentication

IMPORTANT NOTE For Windows NT Installations:  First time access to a protected CD-ROM must be made by a Windows NT Administrator.  Once a Windows NT administrator has initialized the CD-ROM, other users may access encrypted data with the correct password.
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At the EPCD Administration Menu, select Create User Install.
CD-ROM Authentication
Complete the following steps to create the CD-ROM Authentication User Install program.
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The CD-ROM Authentication window.

Enter the destination for the CD-ROM User Install program files.

Enter the path and folder name for the destination to which you want to copy the CD-ROM Authentication User Install.  Later, you will transfer the User Install and the encrypted data files to a CD-ROM.

Reminder:  The User Install program and encrypted data files must be transferred to the root directory of the CD-ROM in order for the user authentication (automang.exe) to activate when the CD-ROM is placed in the workstation's CD-ROM drive.

Enter the CD-ROM authentication password.

This password is required.  Type in the password that the user must enter in order to access the protected CD-ROM.  The password must be at least five characters and is case-sensitive.  
Remote Activation Authentication
Complete the following steps to create the Remote Activation User Install program.
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Enter the destination for the Remote Activation User Install program files.

Enter the path and folder name for the destination to which you want to copy the Remote Activation Authentication User Install.  Later, you will transfer the User Install and the encrypted data files to a CD-ROM.

Reminder:  The User Install program and encrypted data files must be transferred to the root directory of the CD-ROM in order for the user authentication program (automang.exe) to activate when the CD-ROM is placed in the workstation's CD-ROM drive.

Enter the destination for the Remote Authentication Program.

This is the program that will return an activation key to a user who has supplied an authentication code.  This program is typically created and saved to the administrator's hard drive and then incorporated into a help desk procedure or into a web site script.

Enter the message that will display the first time the CD-ROM is accessed.

You may direct the user to a help desk phone number or to a specific web site to obtain an activation key.
When a user runs a CD-ROM protected with Remote Activation Authentication, a logon screen will provide the user with a one time challenge key.  
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Authentication Activation screen
The user relays this key to the EPCD Administrator.  The administrator runs winactiv.exe and enters the user's challenge key into the corresponding text box and the clicks Generate.
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Winactiv.exe Remote Activation screen
An activation code is generated.  The administrator supplies this code to the user.  The user enters the activation code into his or her screen, clicks OK and the decryption engine is loaded.

Thereafter, the user will always be able to run the protected CD-ROM at the workstation where it was originally authenticated.  If the user wishes to change workstations, the remote authentication process will need to be repeated.

Remote Activation Authentication Program

The Remote Activation Authentication Program is created when the EPCD administrator selects Remote Activation User Install.  It consists of two files:  winactiv.exe and remactiv.exe.

These files can be incorporated into a company web site so that authentication and CD-ROM activation can take place manually.  Or, they can be used at a software help desk to return activation codes as users call in.

Winactiv.exe is a Windows-based program that is used by the EPCD Administrator or help desk to return a remote activation code to a user.

Remactiv.exe is a Dos-based program that can be incorporated into a web site script or used by another method to return a remote activation code to a user.

Workstation Authentication

Complete the following steps to create the Workstation Authentication User Install program.
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The Workstation Authentication window.
Enter the destination for the User Install program files.

Enter the path and name of the destination to which you want to transfer the Workstation Authentication User Install.  This User Install contains a file called usrsetup.exe, which must be executed on a workstation before protected CD-ROMs can be read at that workstation.

Reminder:  The destination for the Workstation Authentication User Install is typically a floppy disk drive.  Once you have created the User Install on a floppy disk, then you may copy the disk for distribution to users.  Each disk may only be used once; when usersetup.exe is executed, the floppy disk program files will be initialized with information from the user's workstation.  Thereafter, the User Install program files on the floppy disk cannot be used on a different workstation.
Require User’s Password? Yes/No

This password is optional.  If you select Yes, a logon screen will load each time a user starts their workstation requiring the User to enter a password to allow the workstation access to protected CD-ROMs.  The Administrator will setup the an initial user password here and then users will be prompted to change the password once the User Install has been installed on their workstation.
User Password

This password is required only if Require User Password is set to Yes.  The password must be at least 5 characters and is case-sensitive.

After the Workstation Authentication User Install has been executed on a user's computer, the user will be able to access protected CD-ROMs.  If a user password is required, then the user must first enter a password before attempting to access a protected CD-ROM.

If no user password is required, the user will not be authenticated before accessing the protected CD-ROM.  This means that anyone with access to the computer can read the protected CD-ROM.

CHapter Four

WORKSTATION USER INSTALL

If the Workstation Authentication option was selected as the User Install method, users must installing EPCD User Install files on their workstations from a disk drive or network drive before accessing EPCD-protected CD-ROMs.

The following instructions refer to a diskette drive installation. The network installation is similar with the exception of the path name.
NOTE For Windows NT Installations
First time installation of the Workstation Authentication program on Windows NT requires a Windows NT Administrator logon.  This administrator logon is only required for the initial run of the Workstation Authentication program on the User's workstation.

Workstation Authentication:  User Install Instructions

1. You will need the Workstation Authentication User Install files and the initial user password (if required) created by the EPCD Administrator. 

2. Assuming that the User Install program has been copied to a floppy disk, at the Windows Desktop, click Start and then Run.  Type in A:\usrsetup.exe from the EPCD Program Disk.

3. Usrsetup.exe will create a directory on your workstation and copy files into this directory.  You will receive a confirmation message when the setup is completed.

4. After you have installed the Workstation Authentication User Install, your system will restart.  If the Administrator has required that you enter a password to access an encrypted CD-ROM, you will be prompted to enter the temporary password and then your own, personalized password.  You will need to enter this password each time you restart your system.  After entering the correct password, the User Install will load the EPCD decryption engine.

5. After the EPCD decryption engine has loaded, the following message box will appear informing you that the EPCD-protected CD-ROM is now accessible.
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This user now has complete access to the EPCD-protected CD-ROM.

Uninstalling EPCD

Uninstalling EPCDxe "Uninstalling EPCD" on the Administrator’s or User’s workstation is done using standard Windows Add/Remove Programs procedures.

1. Click the Start button, then point to Settings and click the Control Panel icon.

2. This will present the Control Panel window.
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The Windows 95 Control Panel window.

3. Double Click the Add/Remove Programs icon.

4. This will present the Add/Remove Programs Properties dialog box.
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The Add/Remove Programsxe "Add/Remove Programs" Properties dialog box.
1. From the Install/Uninstall tab, select the EPCD program and then click the Add/Remove button.

2. Windows will present a message box asking if you are sure you want to remove the selected program.  Click the YES button.

3. EPCD will be removed from the workstation.

APPENDIX A 

Important Terms and Definitions

EPCD
This refers to Encryption Plus for CD-ROM.

EPCD Administrator
This is the person installing the EPCD Administration program and creating the user’s CD-ROM.  The EPCD Administrator makes administrative decisions about the setup of the encrypted data and the User Install authentication method.

User
This is the person who accesses a protected CD-ROM or who uses a workstation on which EPCD program files are installed.  
User Install 

These are the program files that give authorized users access to an EPCD-protected CD-ROM.  In the case of CD-ROM Authentication and Remote Activation Authentication, these files are transferred to a CD-ROM, along with the encrypted files.  In the case of Workstation Authentication, these files are typically created to a network location accessible to the user or copied and distributed on floppy disks for installation on a particular workstation.

CD-ROM Authentication
CD-ROM Authentication requires a user password to decrypt the files on an EPCD-protected CD-ROM.  The protected CD-ROM can be accessed from any workstation with the correct password.  With this User Install, the administrator also has the option to set an expiration date for the password authentication, thus not allowing the user to access the EPCD-protected CD-ROM after the specified date.
Remote Activation Authentication
Remote Activation Authentication requires the user to enter an activation code before accessing an EPCD-protected CD-ROM.  The activation code is automatically generated by the administrator’s Remote Activation program, Winactiv.exe.  The first time a user runs the EPCD-protected CD-ROM, a screen will display an activation key.  The user must provide this key to a help desk or web site and the Winactiv.exe program returns the correct activation code to access the EPCD-protected CD-ROM.  

Workstation Authentication
Workstation Authentication creates a User Install program that will allow an EPCD-protected CD-ROM to be accessed only from a specific workstation.  This requires the installation of a Workstation Authentication program (usrstup.exe) on the user’s hard drive.  Password protection with Workstation Authentication is optional.

Appendix b

EPCD Quick Test

Who should use this quick test?

This section is for those individuals requiring quick point-and-click procedures for installing and testing EPCD.  Using these step-by-step procedures while at the keyboard will familiarize you with the basic EPCD operations, and provide a platform on which all common EPCD functions can be quickly tested.

What is required for the Quick Test?
To expedite this Quick Test, you will be using a floppy disk rather than a CD-ROM.  However, the same procedures apply to creating a CD-ROM. 

You will need to perform the following steps:

· Create a test directory called C:\EPCDTest.  Copy some files into this directory.  Include samples of the types of files you will be encrypting and distributing on a CD-ROM.  You will encrypt this data and then transfer it to a CD-ROM.  You will also create a User Install program, which gives the user access to a protected CD-ROM.

· Set aside three blank, formatted floppy disks for test purposes.

Install the EPCD Administrator program

1. Insert the EPCD Administrator program disk into the A: drive.

2. From the Windows Start button, select Run.

3. Type A:setup.exe and click OK.

4. This will run the setup program.  Follow the setup directions, clicking Next and Start Install to install the program.

5. When the install is complete, click OK.  An icon will automatically be created on your desktop and the program will open to the EPCD Administration Menu screen.

Enter your EPCD Settings

1. At the EPCD Administration menu, select Settings.

2. Enter your 24-character Privacy Code as prompted.

3. Enter your 8-character Master Password as prompted.  Click Save.

4. Verify your Privacy Code and Master Password.  Click OK to return to the EPCD Main menu.

Encrypt your test data

1. From the EPCD Administration Menu screen, select Encrypt File/Directory.

2. Use the browser to locate your test directory C:\EPCDTest and click OK.

3. Select OK to encrypt the files in your test directory.  When complete, a message will appear stating that the directory encrypting has been successfully completed.

Test your directory of encrypted files

1. From the EPCD Administration Menu screen, select Test Directory.

2. Using the browser, locate your test directory and click OK.

3. Click OK again to start the directory test.  If successful, a message will prompt you that no errors were found.

Authentication Options

EPCD allows you to create three different types of User Install programs:


CD-ROM Authentication

Remote Activation Authentication

Workstation Authentication 

Following are step-by-step procedures for creating and testing each of these methods.   If you will be using only one of these methods, you may wish to jump directly to the detailed instructions for that method.
CD-ROM Authentication
Creating the User Install for CD-ROM Authentication.

1. Label a blank, formatted floppy disk, CD-ROM Authentication Test.

2. From the EPCD Administration Menu screen, select Create User Install.

3. At the Create User Install menu, select Click Here for CD-ROM Setup and click OK.

4. When prompted to enter the location where the User Install program files should be copied, use the browser to locate your test directory.  Click OK.

5. Enter a User's Access Password.  This password must be at least 5 characters and is case sensitive.  

6. If you would like to set an expiration date, click YES and type in an expiration date.

7. When all boxes are complete, click OK.  

8. You will be asked to verify your user password.  Reenter your password and click OK.

9. Click OK and program files will be copied into your test directory.  When completed, the screen will verify that the CD-ROM install files have been successfully copied.  Click OK.  

10. Copy all the files in your test directory to your CD-ROM Authentication Test disk.

Testing the CD-ROM Authentication Test Disk

Please note: if you are testing on the administrator’s workstation, be sure to terminate the EPCD Administration application before proceeding with the following test.  If you are testing on a Windows NT system, you will need to be logged on as the Administrator for the first-time access to the encrypted CD-ROM.
1. Insert your CD-ROM Authentication Test disk into the floppy drive.  In your Windows browser, double click on one of the encrypted files to verify that it is not yet accessible.

2. From your Windows browser, double click on the file a:\automang.exe.  This will run the encryption engine.  If using a CD-ROM, this engine will run automatically after inserting the CD-ROM into your CD-ROM drive.

3. At the prompt, enter your 5-character User Password and click OK.

4. A message will confirm that your encryption engine was loaded successfully and your CD-ROM is now accessible.  Click OK.

5. From your Windows browser, locate the test files on your floppy disk.

6. Double click one of your encrypted files.  You should now be able to access your files.

CD-ROM Remote Activation Authentication
Creating User Install for CD-ROM Remote Activation Authentication

1. Label your second floppy disk EPCD Remote Activation Test. 

2. If you have previously tested CD-ROM Authentication on your workstation and the EPCD decryption engine is currently loaded, you will need to unload the engine.  To do so, locate your EPCD Test directory.  Click automang.exe to load the EPCD log-on screen and then Cancel.  This will unload the active decryption engine from your system.  If you have not previously tested CD-ROM Authentication, skip directly to Step 3.

3. Create a new directory on your hard disk called C:\Remote.  You will copy the Remote Activation program files to this location.  These are the files the EPCD administrator will use to return activation codes to users.

4. From the EPCD Administration Menu screen, select Create User Install.

5. At the Create User Install menu, select Click Here for Remote Activation Setup and click OK.

6. Using the browser, locate your test directory in the box labeled Destination for the Activation Install Files and click OK.

7. In the box labeled Remote Activation Program Destination, type in C:\Remote.  This will create a directory on your hard drive and copy the Remote Activation program files to this directory.

8. In the last box, type in a message you would like displayed the first time a user runs the CD-ROM.  For example, list instructions for retrieving the authentication code that will allow access to the CD-ROM.  Click OK.

9. The Copy Files window will confirm the location of the files again for both the User Install and the Remote Activation programs.  Click OK.

10. When the program confirms that the files have been successfully copied, from the Windows Explorer, copy the EPCD Test directory to your EPCD Remote Activation Test disk.  You will not be able to read these files until you run the User Install program files (automang.exe).

Testing the Remote Activation Authentication Test Disk
1. Please note: if you are testing on the Administrator's workstation, be sure to terminate the Administration application before proceeding with the following test.

2. Insert your EPCD Remote Activation Test disk into the floppy drive.  In Windows Explorer, double click on one of your files to verify that you cannot yet read the encrypted files on your EPCD Test disk.

3. From Windows Explorer, double click the file A:\automang.exe.

4. This will run the Authentication Process Screen that displays your customized message, a One Time Challenge Key and prompts you for an Activation Code.

5. To simulate the generation of an activation code, from Windows Explorer, double click on the file C:\Remote\Winactiv.exe.

6. This will run the Remote Activation Program.  Enter the 8-character key from the Authentication screen and click Generate to produce an activation code.

7. At the Authentication screen on your EPCD Remote Activation Test disk, enter this activation code and click OK.  A message will confirm that your encryption engine was loaded successfully and your protected data is accessible.  Click OK.

8. From Windows Explorer, locate the test files on your floppy disk.

9. Double click on one of your encrypted files.  You should now be able to view the files as normal.

CD-ROM Workstation Authentication
Note:  The User Install can be tested on a floppy disk, but the authentication can only be tested using a CD-ROM.  This means that your encrypted data must be burned onto a CD-ROM.

Creating User Install for CD-ROM Workstation Authentication
1. Label a blank, formatted disk, CD-ROM Workstation Install Test.

2. From the EPCD Administration Main menu, select Create User Install.

3. At the Create User Install menu, select Click Here for Workstation Setup and click OK.

4. At the Destination box, enter or browse for the location of your test directory and click OK. 

5. If you'd like to set a workstation password, click Yes and enter a password that is at least five characters and then click OK.

6. Verify your password as prompted and click OK.

7. Click OK on the Setup screen to copy the files and OK again to confirm the destination.

8. When the copy is complete, the screen will inform you that the user disk has been successfully created.  Click OK.

9. Copy all the files in your test directory to your Workstation Authentication Install Test disk.
Testing the Workstation Authentication Install

Please note: if you are testing on the Administrator's workstation, be sure to terminate the administration application before proceeding with the following test.
1. Insert your Workstation Authentication Test disk into the floppy drive.  

2. In Windows Explorer, double click on the file usrsetup.exe.

3. This will run the User Install program.  The default directory for the installation is C:\Program Files\EPCD.  

4. After installing the program, you can now test running your encrypted CD-ROM.

Testing the Workstation Authentication CD-ROM

1. Insert the CD-ROM into your CD-ROM drive.

2. The CD-ROM will prompt you for the workstation password.  Enter the password and click OK.

3. From your Windows browser, locate the test files on your CD-ROM.

4. Double-click on one of your encrypted files.  You should now be able to access all the files.  The encryption engine will not be disabled until you shut down the workstation.  You will be prompted to enter the password each time you restart your workstation.
What is a User Install program?


Each recipient of an EPCD-protected CD-ROM must have some way of authenticating themselves as the correct user and then loading the decryption engine to make the protected files readable.  The User Install program makes this possible.








Why do I test my directory?  


EPCD will quickly test your data files to ensure they have been successfully encrypted.





What are the Settings?


The EPCD Settings include a Privacy Code, used to encrypt your data files, and a Master Password used to encrypt your data and access the Administration program. 











